Information for Parents

YOUTH & Al:

What Parents Should Know About
Generative Al & Deepfakes

There are many different types of artificial intelligence. Generative Al, which is popular among both
kids and adults, is a system of algorithms or computer processes that can create entirely new output
based on user prompts. Hyper-realistic digital photos, videos, or audio recordings created or altered

using generative Al are referred to as “Deepfakes.”

Why Should We Be Concerned?
When used responsibly, deepfake creations can be harmless and fun. However, there are apps that exist
solely for the purpose of creating nude and pornographic content, referred to as “nudify apps.” Nudify
apps have been used to create inappropriate content of individuals without their consent as well as
child sexual abuse material (CSAM).

* Nudify apps are widely available with little
to no age verification.

* | in 8 teens know someone who has used
technology to create and share deepfake
nudes.

* | in 4 teens who admit sharing deepfake

nudes shared with someone online that
they did not know in person, only online.

* In 2024, the National Center for Missing
& Exploited Children (NCMEC) received
67,000 reports of child sexual abuse
material (CSAM) or other sexually
exploitative content related to generative
Al

WHAT PARENTS SHOULD KNOW ABOUT
AlI-GENERATED DEEPFAKES

In many cases where child victims were
identified in Al-generated CSAM, offenders
were people in the child’s life with direct
access to them.

Al-generated CSAM is also being used
in sextortion cases, where victims are
threatened for sexual content, money,
or coerced into harming themselves and
others.

Al-generated deepfake nudity of minors
is not a victimless prank. It is illegal at the
federal level, in all fifty states.
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WHAT ACTIONS SHOULD PARENTS TAKE...

v" Engage with Al tools together (if age-appropriate) USEFUL SOURCES:

v' Disallow Al tools that could pose risks 1 https://www.missingkids.org/con-

tent/dam/netsmartz/downloadable/

. . tipsheets/ai-and-child-safety-online-

v" Know the issues' and have conversations about Al safety vide-parents caregiver.ndf
- .

v" Be mindful of signs and methods of online sexual exploitation? 2 https:/licactaskforce.orglassets/
FMS%20and%20SOE%20Fact%20

v" Foster and encourage Al literacy skills® —g—g—szf‘?et%zosm le%20Pages%20Color.
pdf

. . )
v" Emphasize consent when using other’s features or faces 3 https://www.commonsense.orgledu-

cation/families-ai-literacy-toolkit
v" Model safe and appropriate behaviors with your own use of Al
4 https://lwww.onlinesafeonlinesmart.

v" Create a Family Technology Agreement’ that includes Al com/page-attachments/Technolog-
yandinternetAgreement.pdf

v" Help Identify Trusted Adults® and have a plan in place 5 https:/iwww.onlinesafeon
.. . -
linesmart.com/Page-Attachments/
v" Reassure children that they can come to you for help WhoisYourTrustedAdult.pdf

WHAT SHOULD | DO IF MY CHILD IS VICTIMIZED?

* Be a supportive listener

* Don’t punish or blame (they are the victim)

* Report to local law enforcement

* Do not send or share the image(s)

* Report child exploitation to NCMEC’s Cybertipline: https://report.cybertip.org/

* To prevent further spreading of the explicit file, uyse NCMEC’s Take It Down

https://takeitdown.ncmec.org/
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